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ABSTRACT 

Ensuring the cybersecurity of telecommunication networks presupposes the detection of anomalies 
in traffic as a key element of protection systems. The purpose of the study was to assess the 
effectiveness of autoencoders for monitoring anomalies in network traffic and increasing the security 
level of telecommunication systems. The methodology was based on methods of comparative, 
systems and theoretical-analytical analysis to evaluate the effectiveness and optimise models of 
anomaly detection in telecommunication networks. It was established that telecommunication 
systems require adaptive traffic-analysis algorithms, since signature-based methods lose 
effectiveness in the face of new threats. Z-score and regression analysis are simple but do not take 
into account non-linearity and correlations between parameters. K-means and Density-Based 
Spatial Clustering of Applications with Noise are capable of identifying unknown patterns without 
data labelling, but these algorithms are sensitive to parameters and unstable with large data 
volumes. The Local Outlier Factor and Isolation Forest algorithms are effective for detecting rare 
events without prior training, but often generate too many false positives. It was found that 
autoencoders detect anomalies on the basis of reconstruction error, which makes it possible to 
identify unknown threats without the need for data labelling. Recurrent autoencoders take temporal 
dependencies into account, which makes it possible effectively to recognise long-term attacks such 
as Distributed Denial of Service or Botnet, but such models require significant computational 
resources. The classical accuracy indicator is insufficient; in Intrusion Detection System 
environments, Precision, Recall, F1-score, Receiver Operating Characteristic – Area Under the 
Curve and False Positive Rate are considered the main measures, as these metrics reflect the real 
effectiveness of attack detection. Combining autoencoders with clustering or statistical methods 
increases effectiveness, reduces false alerts and forms the basis of adaptive cyber defence. The 
practical value of the study lies in the possibility of using the results obtained to build high-
performance systems for monitoring network traffic that are capable of timely detection of new and 
hidden cyberthreats.  

Keywords: Data processing, machine learning, neural networks, hybrid models, cyberthreats, system 
scalability. 
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1. INTRODUCTION 
 
The increase in the number and complexity of cyberattacks represents a serious challenge for the stable 

functioning of telecommunication networks and information infrastructures. Traditional monitoring 

systems, which are based mainly on signature-based methods, prove effective only against already 

known threats and do not provide an adequate level of protection in the event of modified or new attack 
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scenarios. Methods of statistical analysis partially overcome this limitation; however, the effectiveness 

decreases significantly in conditions of complex multifactor intrusions. In modern conditions, one of the 

key problems of cyber defence is ensuring timely and accurate detection of hidden anomalies in real-

time mode when processing large volumes of network traffic (Baigereyev et al., 2025; Ginters and 

Revathy, 2021). In this regard, the application of deep-learning methods, in particular autoencoders, 

which make it possible to identify atypical patterns without prior data labelling, is becoming increasingly 

relevant. At the same time, the use of such models is accompanied by a number of challenges related 

to the high resource intensity of the training process and the need for adaptation to specific operating 

conditions of telecommunication systems. 

Analysis of scientific sources has shown that the problem of anomaly detection in network traffic has 

been actively studied both in international and in Ukrainian practice. Thus, in the work by Zhang and 

Fan (2024) it was shown that autoencoders achieved high accuracy in anomaly detection in large 

datasets. However, the authors noted that computational costs and the duration of the training process 

complicated the use in real time. In the study by Wang et al. (2024) combined approaches were 

proposed that integrated autoencoders with classification methods. The results demonstrated increased 

model accuracy, but the paper indicated that the effectiveness of these methods strongly depended on 

parameter settings and the characteristics of the input data. In the work by Li (2020) it was proved that 

hybrid architectures that combined autoencoders with other machine-learning algorithms increased the 

ability of systems to detect complex attacks, but model accuracy decreased under changing network-

environment conditions. Additional results were presented in the study by Aziz et al. (2024), where the 

use of hybrid models in variable traffic was considered; it was found that these systems could adapt to 

new attacks, but the scalability in real networks with high load remained problematic. Sun et al. (2020) 

showed that autoencoders operate effectively even with incomplete or partially corrupted datasets, 

demonstrating high robustness to information loss. At the same time, the authors noted that without 

additional optimisation of the architecture and tuning of hyperparameters, model performance gradually 

decreased when processing large streams of network traffic, especially in real-time mode. In the work, 

Rahman et al. (2023) confirmed the high accuracy of autoencoders in monitoring network traffic, which 

made it possible effectively to detect atypical and previously unknown behaviour patterns. However, 

the researchers emphasised that without optimisation of computational processes and reduction of 

resource intensity, the implementation of such models in large-scale telecommunication systems 

remained limited, which reduced the practical applicability in real conditions. Lahasan and Samma 

(2022) proposed integration of autoencoders with generative adversarial neural networks, which made 

it possible to increase the accuracy and sensitivity of systems detecting hidden deviations in network 

traffic. The authors stressed that the proposed approach reduced the number of false positives and 

improved the quality of data reconstruction; however, model testing was mainly carried out on 

experimental datasets, and therefore the effectiveness of the method requires verification in real 

telecommunication-network conditions. 

At the same time, Ukrainian researchers have also actively developed the area of anomaly detection in 

network traffic. Shulha et al. (2025) proposed a generalised model of a system for forecasting and 

detecting anomalies in cyber infrastructure that combined autoencoders and multilayer perceptrons. 
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The authors proved that the use of such a hybrid architecture increased the accuracy of classification 

of atypical events and provided faster adaptation to new types of attacks. In addition, the study showed 

the possibility of reducing system load through optimisation of model-training processes. Marchenko et 

al. (2024) demonstrated that deep-learning methods, in particular autoencoders, showed high 

effectiveness in Internet of Things environments, provided noise and resource constraints were taken 

into account. The researchers found that adapting training parameters to limited computational 

resources made it possible to maintain stable performance even under high traffic variability. 

Separately, methods for analysing network traffic using the Local Outlier Factor (LOF) and Histogram-

Based Outlier Score algorithms were developed, which provided high sensitivity to local anomalies in 

the data (Sabibolda et al., 2024; Tashtay et al., 2026). The results of such approaches indicated the 

ability of the algorithms to detect subtle deviations effectively, even in high-dimensional datasets typical 

of telecommunication networks. Petliak (2025) carried out a systematic analysis of existing anomaly-

detection models and highlighted the existence of a trade-off between accuracy and computational 

costs. The author noted that increasing detection accuracy is accompanied by growth in architectural 

complexity and training time, which requires the search for an optimal balance between system 

effectiveness and performance. In a number of practical developments, autoencoders also 

demonstrated high accuracy and practical suitability for use by network administrators when monitoring 

traffic in real time (Brescia et al., 2024; 2025). Summarising the results of the studies conducted, it can 

be stated that autoencoders have shown significant potential in tasks of anomaly detection in network 

traffic, as the autoencoders are capable of working with unlabelled data and detecting new types of 

attacks. 

However, existing works have revealed a number of unresolved problems: high computational 

complexity, the need to optimise architectures for specific conditions, limited scalability, and the lack of 

sufficient research on the effectiveness of hybrid approaches in real telecommunication networks. 

Issues related to model stability in real-time mode, which is crucial for cyber-defence systems, have 

also not been sufficiently examined. 

The purpose of the study was to assess the effectiveness of applying autoencoders and hybrid models 

in anomaly-detection tasks in telecommunication networks, taking into account the requirements for 

accuracy, data-processing speed and resource optimisation. On the basis of the results obtained, the 

following objectives of the study were defined: to generalise modern approaches to anomaly detection 

in telecommunication networks and identify trends in the development; to analyse the effectiveness of 

statistical, clustering and neural-network methods, in particular autoencoders, in terms of accuracy, 

adaptability and computational complexity; and to determine key criteria for assessing model 

performance and outline directions for the improvement to increase the reliability of threat-detection 

systems. 

 
2. MATERIALS AND METHODS 

The study had a theoretical-analytical character, which made it possible to generalise the characteristics 

of classical, deep and hybrid models, compare the architectures, advantages and disadvantages, and 
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identify patterns in model performance under various operating conditions of telecommunication 

networks. A structured narrative-comparative research design was used. The research procedure 

comprised four consecutive stages: identification of relevant publications, screening for direct relevance 

to network anomaly detection, extraction of comparable methodological and performance 

characteristics, and qualitative synthesis of the evidence. Sources were considered relevant when they 

described the operating principles, evaluation metrics, implementation conditions, or practical 

limitations of anomaly-detection methods in telecommunication, Internet of Things, cloud, or related 

network environments. 

By means of the comparative-analytical method, on the basis of data from sources, approaches to 

anomaly detection in telecommunication networks were generalised – statistical methods (Z-score, 

regression analysis), clustering methods (k-means, Density-Based Spatial Clustering of Applications 

with Noise (DBSCAN)), outlier-detection methods (LOF, Isolation Forest), autoencoders, LSTM 

autoencoders, hybrid models (autoencoder + clustering). The unit of analysis was an individual 

anomaly-detection method or model architecture described in the selected sources. The evaluation 

process was based on a structured comparison matrix that included data-labelling requirements, the 

ability to model non-linear and temporal dependencies, Precision, Recall, F1-score, ROC-AUC, False 

Positive Rate (FPR), processing speed, computational complexity, scalability, and reported limitations. 

The criteria were chosen to ensure a comprehensive and balanced understanding of the effectiveness 

of cyber-defence systems in telecommunication networks. Because the reviewed studies used different 

datasets, model architectures, classification thresholds, and experimental settings, their numerical 

results were not statistically pooled. Instead, the findings were synthesised qualitatively, and the verbal 

ratings presented in Table 2 were assigned according to the predominance and consistency of the 

results reported across the selected sources. Additionally, a comparative analysis of anomaly-detection 

methods according to the advantages and disadvantages – classical, autoencoder-based and hybrid – 

was carried out in order to determine which approaches provide the best accuracy and stability when 

analysing telecommunication traffic. 

For the purpose of theoretical generalisation of approaches to optimising autoencoders for anomaly 

detection in telecommunication networks, the method of systems analysis and generalisation of 

scientific sources was used, which made it possible to identify the main directions of model development, 

taking into account architecture optimisation and reduction of computational complexity (Mienye & 

Swart, 2025), increased robustness of models to noise and distortions in telecommunication data 

(Duque et al., 2024; Choi et al., 2021), and the ability to adapt in real time (Hou et al., 2022; Lin, 2024). 

The extracted findings were grouped into three analytical domains: architectural and computational 

optimisation, robustness to noise and data distortions, and adaptability to changing traffic in real time. 

Conclusions were formulated when convergent tendencies were identified across several sources, 

whereas inconsistent findings were retained as methodological limitations. The task was to systematise 

scientific approaches to optimising autoencoders, determine the main trends in the development and 

outline promising directions for improving the effectiveness of adaptive anomaly-detection systems in 

telecommunication networks. 
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3. RESULTS 

The increase in the number of attacks in telecommunication networks creates the need to revise 
traditional approaches to monitoring and analysing network traffic. Traditional signature-based methods 
provide satisfactory results only in cases of known attack patterns, but are ineffective when confronted 
with new or modified threats. Current trends in the development of telecommunication systems require 
algorithms that are capable of adapting to dynamic changes and learning patterns of normal behaviour 
without constant manual intervention. In this regard, comparison of the effectiveness of different 
approaches to anomaly detection has become an important component of research in the field of 
cybersecurity, as it makes it possible to identify the strengths and weaknesses of each method (Aly et 
al., 2020). 

Classical anomaly-detection methods, despite the long history of use, have limitations caused by the 
increasing complexity of network-traffic structure. Statistical approaches such as the standard-deviation 
method Z-score and regression analysis are based on identifying deviations from the mean value and 
on the assumption of a normal distribution of the data. These models make it possible quickly to identify 
simple anomalies that differ from typical values, and therefore remain useful in environments with 
relatively stable behaviour. The main advantage is the simplicity of interpretation of results and low 
computational requirements, which makes it possible to implement such models even on basic 
equipment. However, in complex systems with numerous interrelated parameters such methods lose 
accuracy because correlations between features are not taken into account (Choi et al., 2021; 
Hashimov et al., 2019). 

Moreover, regression models cannot effectively describe the non-linear processes inherent in real 
network traffic, which reduces the effectiveness in situations where the behaviour of users or devices 
changes over time. Problems of statistical methods are also related to the impossibility of efficient use 
in cases of high-dimensional data, where classical approaches require preliminary simplification or 
reduction of features to several indicators (Stamov et al., 2023). Such simplifications often lead to the 
loss of important information, which negatively affects detection accuracy. Therefore, statistical models 
are used mainly as auxiliary tools for rapid preliminary analysis or as part of hybrid systems, where such 
models provide a preliminary assessment of the network state before applying more complex algorithms 
(Garg et al., 2020; Kondratenko and Kondratenko, 2014, Sokoliuk et al., 2021). 

Clustering methods are considered more flexible, among which the most widespread are k-means and 
DBSCAN. These methods do not require labelled data and make it possible to detect unknown patterns 
by grouping similar elements into clusters. This creates the possibility of identifying new types of attacks 
without prior knowledge of the characteristics (Aly et al., 2020). The basis of the effectiveness of 
clustering algorithms is the ability to determine similarity between objects according to specified metrics, 
which makes it possible automatically to separate potentially anomalous observations. However, such 
methods are highly sensitive to parameter choice, in particular the number of clusters or search radius. 
Even a slight change in these parameters may alter the analysis result, which limits the practical stability. 
An additional disadvantage of clustering algorithms is the complexity of the use in large networks with 
uneven traffic distribution. Under such conditions, algorithms like k-means often create clusters of 
irregular shape or merge heterogeneous data, leading to incorrect conclusions. DBSCAN is more robust 
to noise but requires complex parameter tuning and does not always operate correctly when traffic 
density varies (Carrara et al., 2021). Despite this, clustering methods remain useful as part of combined 
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detection systems, where these methods are used for preliminary processing and segmentation of data, 
thereby reducing the load on more complex models (Hou et al., 2022; Gospodinova, 2022). 

Outlier-detection methods, in particular LOF and Isolation Forest, make it possible to operate without 
labelled samples and to detect rare or unknown deviations. These models identify anomalies by the 
level of “isolation” of individual observations, which makes it possible to find atypical events even without 
prior training of the model on examples. LOF analyses the local density of the point’s neighbourhood 
and determines the degree of deviation from neighbouring objects, whereas Isolation Forest uses an 
ensemble of decision trees to isolate observations with uncharacteristic values. The main advantage of 
these methods is the universality and ability to work with different types of data. However, these 
methods often generate numerous false positives, which reduces the practical value in systems with 
high traffic intensity (Hou et al., 2022). Classical approaches remain effective only in cases where the 
traffic structure is stable and the number of variables is limited. In modern networks, where data are 
characterised by high dynamics and high dimensionality, these methods lose the ability to describe 
processes accurately. This determines the shift towards more complex machine-learning models that 
are capable of automatically forming an understanding of patterns without prior specification of 
analytical relationships (Bodi et al., 2021; Choi et al., 2021). 

One of the most promising directions in this context has been autoencoders (Figure 1). The 
autoencoders operate on the principle of reconstructing the input data: the model compresses the 
information into a compact latent representation and then attempts to restore it. The difference between 
the original and reconstructed data is used as an anomaly indicator. If the reconstruction error exceeds 
a certain threshold, the system considers the observation to be a deviation. This approach is effective 
because it does not require prior labelling and makes it possible to detect new threats that have not yet 
existed in signature databases (Ball et al., 2023; Kadenko et al., 2024). 

 

Figure 1. Implementation of an autoencoder in TensorFlow using the Model class from Keras 

Source: compiled by the author on the basis of TensorFlow. 
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The code implements an autoencoder, which is a neural network designed for data compression and 
reconstruction. The model consists of two main parts – the encoder and the decoder. The encoder 
receives the input data and converts these data into a compact latent representation that retains only 
the most significant features of the data. The decoder reconstructs the output data from the latent 
representation, attempting to minimise the difference between the original and reconstructed data. The 
model is trained to minimise the reconstruction error, that is, the difference between the original and 
reconstructed data. 

Basic autoencoders are characterised by a relatively simple architecture and are suitable for 
environments with stable traffic, where the data structure does not undergo frequent changes. The 
ability to operate with large volumes of unlabelled data makes autoencoders valuable for preliminary 
analysis; however, the lack of consideration of temporal dynamics limits the effectiveness in detecting 
long-lasting or multiphase attacks (Garg et al., 2020; Khowja et al., 2022; Smailov et al., 2020). This 
problem is partially addressed by recurrent architectures – LSTM autoencoders, which enable the 
model to take into account the sequence of events and temporal dependencies. These models form 
internal states that remember previous steps and thus become capable of detecting long-term attacks, 
for example DDoS or Botnet, which develop gradually (Ball et al., 2023). LSTM autoencoders also better 
reflect complex patterns in user and device behaviour because these autoencoders can take into 
account sequential dependencies inherent in telecommunication flows. However, these architectures 
have higher requirements for computational resources and training time, which complicates the 
implementation in real-time systems. Despite this, deeper models prove more robust to changes in 
traffic and show a higher capacity for adaptation. 

For intrusion-detection systems, it is critical to choose evaluation indicators correctly, because the 
standard Accuracy metric (overall proportion of correct classifications) does not reflect the real quality 
of the model. In most datasets for IDS, such as NSL-KDD, UNSW-NB15 and CIC-IDS2017, the volume 
of normal traffic greatly exceeds the number of anomalous records. Under such conditions, even a 
model that always predicts “normal” may show high Accuracy but in fact will not detect any attacks. 
Therefore, in the practice of network-traffic analysis, the main focus is on other metrics that more 
accurately reflect the system’s ability to recognise threats. Precision shows what proportion of all 
anomalies detected by the system are true attacks, that is, it characterises the “purity” of alerts. A high 
Precision value indicates that most threat signals actually correspond to attacks, and therefore 
operators do not waste time on false alarms. Recall reflects the model’s ability to detect all real attacks 
in the data stream; this indicator is critical in the context of IDS, because a missed attack may lead to 
serious consequences. However, excessive increase of Recall is often accompanied by a rise in the 
number of false positives, which creates an “alarm fatigue” effect and reduces the practical 
effectiveness of the system. 

To find a balance between Precision and Recall, the F1-score is used – the harmonic mean of the two 
indicators, which makes it possible to assess classification quality comprehensively even under 
conditions of uneven data distribution. ROC-AUC (area under the receiver operating characteristic 
curve) is used to evaluate the overall ability of the model to separate normal traffic from anomalous 
traffic at different classification thresholds; the closer the AUC value is to 1, the higher the model’s 
discriminative capacity. At the same time, FPR remains an important indicator – the proportion of normal 
records that the system erroneously classifies as attacks. Reducing FPR is a key task when 
implementing models in real telecommunication networks, as it is false alarms that most often limit the 
scalability and acceptability of IDS in industrial operation. Evaluation of method effectiveness in this 
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study was based on mutual comparison of Precision, Recall, F1-score, ROC-AUC and FPR, which 
made it possible comprehensively to characterise the strengths and weaknesses of different groups of 
models. Table 1 summarises the comparison of approaches to anomaly detection based on different 
machine-learning methods. 

Table 1: Comparison of the effectiveness of anomaly-detection methods in telecommunication networks 

Approach Advantages Limitations 

Classical signature-
based methods 

Easy to implement, fast processing, 
low resource requirements 

Not effective for new or modified 
threats, limited in complex networks 

Statistical methods (Z-
score, regression) 

Fast detection of simple anomalies, 
low computational requirements 

Lose accuracy in complex systems, 
do not work with high-dimensional 
data 

Clustering methods (k-
means, DBSCAN) 

Do not require labelled data, 
capable of detecting new types of 
attacks 

Sensitive to parameter choice, may 
give incorrect results with varying 
traffic density 

Autoencoders Ability to detect new attacks, high 
adaptability to changes in traffic 

High computational-resource 
requirements, long training time 

LSTM autoencoders 
Take temporal dynamics into 
account, capable of detecting long-
term attacks 

High requirements for resources 
and training time, difficult to 
implement in real time 

Source: compiled by the author on the basis of M. Aly et al. (2020), K. Choi et al. (2021), Y. Hou et al. 
(2022), S. Garg et al. (2020), R. Ball et al. (2023). 

Each of the approaches to anomaly detection has its own advantages and limitations that should be 
taken into account when selecting a method for specific conditions. Classical methods are convenient 
and fast but limited under conditions of changing threats; statistical methods quickly detect simple 
anomalies but cannot cope with high-dimensional data. Modern clustering and autoencoder-based 
methods of the twenty-first century make it possible to detect more complex attacks; however, these 
methods require significant computational resources and training time. Additionally, Table 2 presents a 
comparison of the effectiveness of anomaly-detection methods according to the main evaluation metrics. 

Table 2: Effectiveness metrics of anomaly-detection methods in telecommunication networks 

Approach Precision Recall F1-score ROC-
AUC FPR 

Classical signature-based methods Average Low Low Low High 
Statistical methods (Z-score, 
regression) Average Average Average Average Moderate 

Clustering methods (k-means, 
DBSCAN) High Average High Average Low 

Autoencoders High High High High Low 
LSTM autoencoders High High High High Low 

Note: the choice of verbal descriptions instead of numbers is due to the fact that metrics such as 
Precision, Recall, F1-score, ROC-AUC and FPR are relative in nature and may change depending on 
the specific experimental conditions. The use of verbal assessments makes it possible to convey the 
relative effectiveness of the methods more accurately, avoiding possible misunderstandings that may 
arise when interpreting numerical values, which vary depending on the dataset and model settings. 

Source: compiled by the author on the basis of Mohamed et al. (2025), Neloy and Turgeon (2024), 
Krzysztoń et al. (2024), Almasabi et al. (2024), Zulfiqar et al. (2024), Ayad et al. (2025). 
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Autoencoders and LSTM autoencoders demonstrate the highest effectiveness in anomaly detection, 
showing high values for all metrics and a low FPR level. These methods can efficiently detect new and 
modified threats, adapting to the dynamics of network traffic. At the same time, traditional classical 
signature-based methods and statistical approaches (such as Z-score and regression) have limited 
effectiveness, particularly under conditions of complex or modified attacks, which is reflected in low 
Recall and F1-score values and high FPR values. Clustering methods such as k-means and DBSCAN 
show good results, particularly in terms of Precision and F1-score, but these methods may be sensitive 
to parameter choice and not always effective in large or uneven networks. 

An important advantage of autoencoders is the ability to work with unlabelled data, which corresponds 
to the realities of modern telecommunication networks, where manual labelling of large volumes of 
traffic is practically impossible (Aslam et al., 2020; Smailov et al., 2025). Autoencoders can 
independently form an understanding of the structure of normal traffic, so any deviation from this 
structure is automatically interpreted as an anomaly. In addition, autoencoders combine well with other 
algorithms, creating hybrid solutions that combine the speed and simplicity of classical models with the 
accuracy of deep learning (Ball et al., 2023). Hybrid systems that integrate autoencoders with clustering 
or statistical approaches provide an optimal balance between speed and accuracy. In such systems, 
preliminary analysis is performed by simple algorithms that reduce the data volume, whereas the 
autoencoder focuses on deeper reconstruction and refinement of the results (Hou et al., 2022; 
Kondratenko et al., 2016). This makes it possible to reduce the number of false positives while 
maintaining a high level of sensitivity to real threats. It was established that the use of adaptive 
mechanisms for model updating, presented in Figure 2, as well as hybrid tools made it possible to 
achieve a better ratio between performance and computational costs than the application of a single 
method alone. 

 

Figure 2. Description of the operation of an autoencoder for anomaly detection in network traffic 

Source: compiled by the author on the basis of studies by Ball et al. (2023), Hou et al. (2022), Garg et 
al. (2020). 

Figure 2 illustrates a generalised scheme of the operation of an autoencoder used for anomaly detection 
in network traffic. At the encoding stage, the model compresses the input data into a compact latent 
space where the most informative features of normal traffic behaviour are stored. During decoding, the 
autoencoder attempts to reproduce the original data, and the reconstruction error acts as a deviation 
indicator. Values that exceed the set threshold are interpreted as anomalous. Such an architecture 
makes it possible not only to reduce data dimensionality and detect hidden dependencies between 
traffic parameters but also to ensure flexible adaptation of the model to changes in the network 
environment. 

Despite the advantages, the use of autoencoders also has certain limitations. The effectiveness 
depends on the quality of the input data and the stability of traffic characteristics. In environments with 
a large amount of noise or unstable patterns, the models may lose the ability to distinguish between 

Input traffic Data processing 
Autoencoder 

 

Anomalies 

(Reconstruction 

error) 

Decision 

(Alert) 
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normal and anomalous events (Sefati et al., 2025; Trach et al., 2026b). To maintain accuracy, methods 
of adaptive or incremental learning are used, whereby the model updates its parameters in accordance 
with environmental changes. Table 3 shows the effectiveness of anomaly-detection methods on 
different datasets. The most effective direction of development proved to be hybrid systems that 
combined classical models with autoencoders, providing an optimal balance between accuracy, speed, 
and resource consumption. 

Table 3: Comparison of the effectiveness of anomaly-detection methods on different datasets 
Approach Advantages Disadvantages 

Classical 
models 

Ease of implementation and 
understanding. High processing speed with 
low resource requirements 

Ineffectiveness when processing large 
volumes of high-dimensional data. 
High level of false-positive results 
(FPR) 

Hybrid models 
Increased effectiveness due to the 
combination of different methods. Reduced 
number of false positives 

Complexity of implementation and 
tuning. High resource requirements 
when processing large data volumes 

Autoencoders 
Ability to detect new, unknown attacks. 
High accuracy and adaptability to changes 
in network traffic 

High computational-resource 
requirements. Long training and tuning 
time for models 

Source: compiled by the author on the basis of comparative analysis of the effectiveness of anomaly-
detection methods, including statistical methods, clustering methods and autoencoders by Al-Naami et 
al. (2021), Hu et al. (2023), Ball et al. (2023), Vishnu Priya and Soumya (2024). 

The results presented reflected the evolution of approaches to anomaly detection – from simple 
statistical methods to complex hybrid architectures. A clear shift of emphasis from processing speed 
towards increased accuracy and adaptability was observed. Classical models remained suitable for 
basic monitoring under conditions of limited resources but showed insufficient effectiveness in complex 
scenarios with high traffic variability. Autoencoders, by contrast, ensured higher quality in recognising 
new and previously unknown attacks but required significant computational power. The most balanced 
proved to be hybrid models, which combined the speed of classical approaches with the analytical depth 
of neural networks, making such models promising for use in real telecommunication systems with 
dynamic loads. Additionally, it is worth noting that further development of anomaly-detection models in 
telecommunication systems involves not only improving recognition accuracy but also optimising 
training processes. 

Given the rapid growth in traffic volume, classical neural architectures require significant computational 
resources, which limits the use in real time. Therefore, an important research direction is the search for 
ways to reduce computational complexity without losing the ability to generalise data deeply. Simplified 
variants of autoencoders with fewer parameters have been developed, in which mechanisms of 
preliminary compression and feature synthesis were applied, allowing formation of a generalised latent 
representation of the data for subsequent reconstruction and analysis. An example is the quantised 
autoencoder, which synthesises compressed representations of network traffic on the basis of limited 
computational resources. Such an architecture ensures efficient reproduction of key behaviour patterns 
with a substantial reduction in the number of model parameters, which makes it suitable for 
implementation on IoT devices and monitoring systems in real time (Ginters et al., 2020; Sharmila & 
Nagapadma, 2023). 
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This approach made it possible to reduce the amount of memory required for data processing and 
ensured higher response speed while maintaining acceptable accuracy. Separate attention in scientific 
research was focused on increasing the robustness of autoencoders to noise, which is important for 
working with real telecommunication data (Duque et al., 2024). In real conditions, telecommunication 
data often contain errors, packet loss or random spikes in activity, which may lead to incorrect anomaly 
identification. To reduce the impact of noise, special techniques are used, in particular denoising 
autoencoders, which are trained to reconstruct the original data even after distortion of the input signals 
(Choi et al., 2021; Yusifbayli et al., 2021). Such models form a more generalised understanding of 
normal traffic behaviour, which increases the resilience to random fluctuations and technical errors in 
communication channels. 

Another direction of optimisation is the use of autoencoders in multi-level systems. In such architectures, 
several models function sequentially or in parallel: the first levels perform coarse filtering of the data, 
while subsequent levels refine the structure of the latent space, detecting subtle anomalies that may 
have been missed at previous stages. Multi-level models make it possible to distribute the load between 
several nodes of the system, which ensures stable operation even when traffic volume grows. Owing 
to this, the approach with distributed autoencoders is considered more suitable for large 
telecommunication operators, where delays are critical (Derweesh et al., 2023; Xhafka et al., 2015). 

Theoretical analysis of the latent space has also gained great importance, since it is there that 
generalisation of traffic behaviour patterns takes place. Models that are capable of forming compact 
and at the same time informative latent representations achieve better accuracy in detecting deviations. 
It was established that the effectiveness of autoencoders is determined by the quality of construction of 
this space: an overly simplified representation leads to the loss of critical dependencies, whereas an 
excessively complex one leads to redundant computation and overfitting. Therefore, it is considered 
appropriate to choose an optimal network depth that ensures a balance between generalisation and 
stability (Mienye & Swart, 2025; Walczyna et al., 2025). In systems where network traffic has 
pronounced seasonality or cyclicality, modifications of autoencoders with mechanisms of short- and 
long-term memory are effective. Such models make it possible to take into account not only the current 
state of the network but also the context of previous periods of activity, which improves detection of 
recurrent attacks, including botnet campaigns or low-rate Slowloris-type attacks (Rathod & Tanwar, 
2023). Such models show high temporal consistency and ensure better resistance to traffic fluctuations, 
which makes these models useful for continuous monitoring. 

Autoencoders can gradually update the parameters without full retraining, retaining previous experience, 
which reduces the risk of accuracy degradation. This approach is important for telecommunication 
systems in which data arrive continuously, and it is impossible periodically to stop the system for 
retraining. The concept of continuous learning assumes that the model is updated as new data arrive, 
maintaining the relevance of its parameters even in a rapidly changing environment (Lin, 2024). 

In parallel, the direction of integrating autoencoders with traditional intrusion-detection systems is 
developing. Such hybrid models combine deterministic algorithms that provide fast processing of known 
patterns with neural networks that are responsible for detecting new anomalies (Hou et al., 2022). This 
interaction creates a multi-level protection system, where classical methods filter out most ordinary 
requests and autoencoders analyse the remaining cases, increasing overall accuracy. It makes it 
possible to optimise resource use and ensures system flexibility when dealing with different types of 
attacks. One of the problems of autoencoder models is the difficulty of explaining why a particular 
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sample is considered anomalous. To increase the transparency of results, techniques for visualising 
latent features and constructing deviation graphs are used, helping security operators understand the 
nature of the detected threat (Ball et al., 2023). This contributes to the practical use of autoencoders 
not only as “black boxes” but also as analytical tools capable of supporting decision-making. 

In modern networks there may be situations where attackers attempt to modify the input data to deceive 
the detection system. For this purpose, methods of secure learning are being developed that make 
models less sensitive to artificially created distortions in the data. Such models use additional 
regularisation mechanisms that limit the influence of individual perturbations and ensure result stability 
even in the presence of targeted attacks. These models are gradually transforming from a separate 
analysis tool into a key component of intelligent threat-detection systems (Choi et al., 2021). The role 
consists not only in detecting deviations but also in building models of network behaviour that can 
predict future anomalies and determine trends in attack development (Hou et al., 2022). In this context, 
autoencoders are regarded as the theoretical basis for creating new generations of adaptive cyber-
defence systems. Summarising the results of the analysis conducted, it can be stated that the transition 
from classical methods to autoencoders has meant a shift from local and rigidly formalised approaches 
to universal models capable of independently forming an understanding of the regularities of the 
network environment. 
 

4. DISCUSSION 

The results of the study established that autoencoders provide the highest accuracy and adaptability 
when working with unlabelled data, which is critically important for telecommunication systems. The 
model demonstrates a capacity for self-learning, independently forming an internal representation of 
the structure of normal traffic. This enables the system to detect new, previously unknown attacks 
without the need for manual intervention. This is consistent with the conclusions of Alnaseri et al. (2024), 
who emphasised that deep autoencoders form the basis of next-generation intelligent communication 
systems. The authors noted that AE models are capable of efficient data compression and 
reconstruction even when signal complexity is high. This means that autoencoders are becoming the 
core element of adaptive networks. Additionally, in the study by Lin (2024) similar results were described, 
where AE models were combined with clustering algorithms for analysing traffic behaviour in big-data 
cloud environments. The author showed that such a combination not only increases detection efficiency 
but also significantly reduces the number of false alarms thanks to contextual grouping of similar events. 
Hybrid approaches are of a universal nature and can be adapted to different types of network 
infrastructure. Integration of autoencoders with clustering methods is a promising direction for the 
development of anomaly-detection systems, providing high accuracy, flexibility, and scalability in a 
rapidly changing telecommunication environment. 

In the study by Shah et al. (2021), a Lightweight Continuous Device-to-Device Authentication model 
was proposed, oriented towards the concept of Zero Trust Architecture. The authors demonstrated that 
security systems which continuously update the parameters on the basis of new data provide 
significantly higher resistance to attacks than traditional models with fixed weights. Lightweight 
Continuous Device-to-Device Authentication uses a mechanism of continuous learning to adapt to 
behavioural changes in devices within the network, which makes it possible to maintain high relevance 
of the model without complete retraining. The study also emphasises the critical importance of 
minimising system downtime and ensuring continuous monitoring in order to maintain stability in 
dynamic conditions. These results are consistent with the present study, which shows that 
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autoencoders capable of gradual parameter updating preserve accuracy and performance even in 
streaming environments. Continuous learning is a key precondition for the resilience of security systems 
to new types of attacks. Integration of perpetual model-update mechanisms into the architecture of the 
autoencoder is a strategically important direction for the development of intelligent security systems 
oriented towards real-time operation (Trach et al., 2026a). 

The results of the study demonstrated that adaptive autoencoders capable of automatically adjusting 
the classification threshold depending on changes in the input data provide high accuracy and 
operational stability even under complex conditions of dynamic traffic. Such models make it possible 
effectively to reduce the level of false positives while retaining the ability to react quickly to new types 
of anomalies. This was in line with the work of Kim et al. (2025), who confirmed this effect in the study 
by developing an adaptive AE-IDS system for CAN networks. The authors’ model with a single decision 
threshold showed high robustness under changing operating conditions and an ability to self-regulate. 
The authors also emphasised that adaptability is the foundation of the reliability of modern threat-
detection systems. Implementation of adaptive mechanisms in the structure of autoencoders is a 
promising direction for increasing the accuracy, flexibility, and energy efficiency of next-generation 
security systems. 

In the work of Hassan et al. (2023), the influence of the choice of optimisers on the effectiveness of 
deep neural models was investigated using computer-vision tasks as an example. Optimisation 
algorithms such as Adam and RMSprop provide better convergence and stability during training, 
whereas standard SGD may lead to oscillations and slow adaptation. The authors stressed that the 
correct choice of optimiser determines the speed of learning and prevents redundant re-computation of 
weights. This approach corresponded to the results of the present study, which also showed that the 
quality of autoencoder training strongly depends on the optimisation algorithm. The optimiser affects 
not only accuracy but also the capacity of the model to maintain stability during prolonged analysis of 
network flows (Gospodinova, 2024). This confirms that the choice of optimiser is a critical stage in the 
design of effective autoencoder-based systems for analysing complex network data. 

The results of the study showed the limitations of classical statistical and clustering methods, which 
lose accuracy with high-dimensional traffic. In contrast, deep neural architectures, in particular 
autoencoders, demonstrate better generalisation capability and robustness, and the transition to deep 
neural-network models is a strategically justified direction for IDS development. Aswathy and Rajkumar 
(2024) reached similar conclusions when comparing various ML algorithms for real-time anomaly 
detection. The authors showed that traditional approaches such as SVM and k-means are unable 
effectively to recognise complex patterns in traffic. Further development of anomaly-detection systems 
should be based on deep-learning architectures that can adapt automatically to environmental changes, 
process large data volumes and ensure higher reliability under real network-traffic conditions. 

Ness et al. (2025) investigated the application of advanced machine-learning methods for anomaly 
detection in network traffic. The authors proposed an approach that combines classical algorithms (such 
as Random Forest and K-Means) with modern deep models, including autoencoders and recurrent 
neural networks. This integration made it possible to achieve higher classification accuracy and 
significantly reduce the frequency of false positives. The researchers emphasised that combining 
different methods enables the model to capture both superficial statistical regularities and deep non-
linear dependencies in traffic. This approach correlates with the results of the present study, which also 
established that integrating classical and neural models increases the accuracy and efficiency of IDS 
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systems. Both studies confirm that hybrid architectures provide the optimal balance between 
interpretability, speed, and depth of analysis. Combining classical and neural-network approaches is a 
promising strategy for building universal anomaly-detection systems capable of functioning effectively 
in complex and variable network environments. 

The results of the study showed that, for a full assessment of the effectiveness of anomaly-detection 
systems, it is insufficient to focus on a single accuracy metric, as it does not take into account the 
balance between detecting true threats and the number of false alarms. To obtain an objective 
assessment, it was proposed to use a set of indicators. This approach made it possible to analyse the 
performance of models in greater depth and determine which of these models provide the optimal ratio 
between sensitivity and specificity. A similar conclusion was reached by Ali et al. (2024), who 
emphasised that a multi-metric approach including Precision, Recall, F1-score and ROC-AUC provides 
the most comprehensive and reliable assessment of model effectiveness in the presence of class 
imbalance and complex network traffic. The authors also stressed the critical importance of multi-metric 
evaluation of model effectiveness in information-processing tasks. It is precisely the harmonic 
combination of several metrics that makes it possible to avoid overestimating the model and reflects 
the real quality of classification, particularly under class-imbalance conditions. Use of several indicators 
increases the reliability of results when comparing different algorithms. Integrated use of multiple 
metrics is a key factor for correct comparison of IDS effectiveness, including when analysing complex 
high-dimensional network data. 

Harshitha et al. (2024) analysed the application of autoencoders in wireless communications and 
showed that denoising architectures effectively eliminate the impact of noise and signal distortions. The 
model proposed by the authors makes it possible to increase reconstruction accuracy and ensures 
stable data transmission even under conditions of low connection quality. This property of autoencoders 
is key to maintaining the reliability of network communication systems. These results are consistent with 
the present study, in that denoising autoencoders increase the robustness of models to distortions and 
packet loss in telecommunication traffic. Both works emphasise the expediency of reducing noise levels 
as a factor in stability when analysing real data. Implementation of denoising autoencoders is one of 
the most effective ways to increase the reliability of anomaly-detection systems in noisy network 
environments. Thus, the results of the present study confirm the general trend in the development of 
modern IDS systems in the twenty-first century – the transition to integrated deep architectures capable 
of operating effectively in dynamic, high-dimensional and noisy network environments. 
 

5. CONCLUSION 

The results obtained showed that different groups of methods differed substantially in terms of accuracy, 
processing speed and computational-resource requirements, which determined the suitability for 
specific application scenarios. Statistical anomaly-detection methods, in particular Z-score and 
regression analysis, demonstrated high data-processing speed and low computational costs, which 
made these methods optimal for basic tasks with a small volume of traffic and stable network 
characteristics. At the same time, the accuracy decreased significantly when working with high-
dimensional data and complex attack scenarios, which limited the practical effectiveness under dynamic 
conditions. Clustering algorithms such as k-means and DBSCAN made it possible to detect new 
patterns by grouping similar observations, which enabled identification of unknown attacks. However, 
the performance proved sensitive to the choice of parameters such as the number of clusters or search 
radius, and was limited in large-scale systems with high traffic volume. Outlier-detection algorithms, in 
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particular LOF and Isolation Forest, showed an ability to operate in an unsupervised mode and detect 
unknown anomalies, but were accompanied by an elevated level of false positives, which reduced the 
practical value without additional optimisation. 

Autoencoders provided the highest effectiveness in anomaly detection thanks to the operating principle, 
which includes encoding data into a latent space, reconstruction, and use of reconstruction error as the 
evaluation criterion. Basic autoencoders handled simple data structures under stable conditions well, 
but did not take temporal dependencies into account and were limited in detecting prolonged or 
sequential attacks. Use of LSTM autoencoders made it possible to account for the temporal dynamics 
of traffic and to increase the Recall metric, which significantly reduced the number of missed attacks, 
including Slowloris, Botnet and DDoS. At the same time, these models required more computational 
resources and training time, which limited the application in real-time mode without optimisation or the 
use of distributed data processing. The criteria for assessing model effectiveness included Precision, 
Recall, F1-score, Detection Rate and False Positive Rate. For telecommunication systems, the Recall 
indicators – for minimising missed attacks – and the False Positive Rate – for reducing the number of 
false alarms that may affect service operation – were of particular importance. 

The results obtained made it possible to state that autoencoders, particularly recurrent (LSTM) variants, 
provided the highest anomaly-detection effectiveness under dynamic network-traffic conditions, 
enabling identification of both known and new types of attacks. Classical methods remained appropriate 
for rapid control of simple scenarios and preliminary traffic analysis but did not meet the requirements 
of scalability and flexible adaptation to environmental changes. Prospects for further research lie in 
improving hybrid anomaly-detection systems, optimising autoencoder training processes in order to 
reduce energy consumption and increase interpretability of results, as well as in creating distributed 
architectures with support for incremental learning and integration of threat-prediction mechanisms to 
ensure preventive protection of telecommunication networks. 
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