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ABSTRACT 

The purpose of the study was to develop methods for integrating deep learning algorithms into 
antivirus systems to increase the effectiveness of detecting and neutralising cyber threats. Modern 
deep learning algorithms were analysed and tested, including convolutional neural networks, 
variational autoencoders, generative-adversarial networks, recurrent neural networks, and 
transformers. Each of the algorithms has been adapted for the tasks of detecting and neutralising 
threats, and integrated into prototypes of antivirus systems. The main results included antivirus 
platforms such as CrowdStrike, Sophos, Darktrace, SentinelOne, and CylancePROTECT. 
Convolutional neural networks have shown high efficiency in analysing programme behaviour and 
classifying network traffic, which makes them suitable for identifying known and new threats. 
Autoencoders have demonstrated their effectiveness in detecting anomalies, which increases the 
accuracy of recognising rare and unknown attacks. Generative-adversarial networks have made it 
possible to model threat scenarios and improve the adaptability of antivirus systems. Recurrent 
neural networks with their ability to analyse time dependencies have provided accurate predictions 
based on programme behaviour. Transformers proved to be the most effective for analysing the 
structure of the code, which made it possible to identify complex malware. In other words, the results 
of the study confirm that the implementation of deep learning algorithms in antivirus systems such 
as Darktrace and SentinelOne provides a higher level of protection and adaptability. Sophos and 
CylancePROTECT, due to the use of autoencoders and transformers, have shown their 
effectiveness in detecting complex threats with a minimum number of false positives. Thus, the 
proposed approach expands the capabilities of modern antivirus systems, making them more 
reliable and flexible in the face of rapidly changing cyber threats. 

Keywords: Convolutional neural networks, variational autoencoders, generative-adversarial 

networks, recurrent neural networks, generative transformers. 
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1. INTRODUCTION 
 
The modern digital age is accompanied by an increase in data volumes and the complexity of their 

processing, which makes artificial intelligence (AI) technologies key for information analysis. Machine 

Learning (ML), in turn, is an approach in which algorithms are trained on data, identifying patterns and 

making decisions without explicit programming. Deep Learning (DL), being a subcategory of ML, uses 
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multilevel artificial neural networks that can extract complex characteristics from data. This allows DL 

to handle high-complexity tasks such as image, text, time series, and network data processing 

(Rudenko et al., 2024).  

As for antivirus systems, they face a number of problems related to the rapid evolution of cyber threats, 

the high complexity of attacks and large amounts of data for analysis. Conventional threat detection 

methods are no longer able to effectively deal with new, rapidly changing viruses and programmes with 

unknown behaviour (Aizstrauta and Ginters, 2016; Ginters et al., 2020). This leads to a high number of 

false positives and missed threats. The problem lies in the need to develop more adaptive and accurate 

systems capable of responding quickly to new threats (Guliyev, 2019; Kondratenko and Kondratenko, 

2014). In this context, DL algorithms can significantly improve the effectiveness of antivirus platforms 

by reducing the number of false positives and increasing adaptability to new types of threats. 

It is worth mentioning the study by Huseynova (2022), which examined DL methods, especially their 

classification and structuring. The article summarised modern approaches to using deep neural 

networks, such as Convolutional Neural Network (CNN), to solve cybersecurity problems, with an 

emphasis on their advantages in processing large amounts of data and superiority over conventional 

ML methods. Zhou and Liang (2024) investigated the applications of AI technologies, including ML and 

DL, to monitor the cybersecurity of computer networks. They developed models for detecting intrusions, 

anomalies, and malware, the effectiveness of which was evaluated based on open datasets. In addition, 

Sufi (2024) investigated the importance of cyber-threat intelligence in a dynamically changing threat 

environment. The research considered the types, processes, and platforms of intelligence. 

On the other hand, Bala et al. (2022) proposed an image classifier based on learning transfer using 

CNN. The model achieved 97.24% accuracy, surpassing the hybrid model based on deep probabilistic 

and recurrent networks with short-term memory, as well as conventional ML methods. Shaikh et 

al.(2024) developed a hybrid Long Short-Term Memory (CNN-LSTM) model based on DL for detecting 

Distributed Denial-of-Service (DDoS) attacks. This model achieved 99.86% accuracy on the dataset 

used. Moreover, Aziz and Alfoudi (2023) conducted a review of modern intrusion detection models 

using ML and DL methods, and feature classification and selection strategies. The researchers 

emphasised the effectiveness of MultiTree and adaptive voting algorithms, which demonstrated 99.98% 

accuracy. Wu et al. (2022) proposed a stack-based DL method for detecting cyber-attacks in systems 

of Supervisory Control and Data Acquisition (SCADA), superior to standard algorithms and conventional 

methods of protection. The use of real data from laboratory SCADA systems showed the high accuracy 

of the model and allowed it to be optimised by analysing the significance of the features (Gospodinova, 

2022; 2023). 

In turn, Ikpe et al. (2024) reviewed the application of DL algorithms in industrial machines, highlighting 

their potential to improve productivity and product quality. The study identified key advantages such as 

big data analysis and accurate forecasts, and challenges related to high demands on data, resources, 

and expertise. Doris and Gracias (2024) investigated the use of DL in video surveillance, emphasising 

its importance for improving real-time security. They considered algorithms such as CNN, RNN, 

transformers, and lightweight models for performing tasks, including object detection and anomalies, 
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with an emphasis on the challenges of computing resources and a limited amount of labelled data. 

Additionally, Jiang et al. (2024) presented the DL-based OpenPose algorithm in real time, which 

effectively tracks human postures in various conditions. Using the YOLO network to create a dataset 

and the OpenPose method to detect key body points, the algorithm also applies the Kalman filter to 

multitask tracking and predicting the states of objects in the shaded area. 

Thus, this study focused on creating an approach to integrating DL algorithms into antivirus systems to 

increase the effectiveness of detecting and neutralising cyber threats. However, the above-mentioned 

articles mainly focused on the use of DL to detect cyber threats, but without integrating such algorithms 

into antivirus platforms. The research tasks included the analysis of DL algorithms in the context of 

cybersecurity, their testing, and integration into antivirus systems. 

 
 

2. MATERIALS AND METHODS  
 
A comprehensive analysis of DL algorithms and their integration into antivirus systems was carried out. 

The research was based on the use of the Python programming language, using the Online Python 

compiler (2025), which provided convenience for development, testing, and visualisation of results. The 

focus was on the application of modern approaches such as CNN, Variational Autoencoder (VAE), 

Generative Adversarial Nets (GAN), Recurrent Neural Network (RNN), and transformers, in particular, 

Bidirectional Encoder Representations from Transformers (BERT) and Generative Pre-trained 

Transformer (GPT). CNN were chosen because of their ability to effectively analyse spatial 

dependencies in data, VAE were used to detect anomalies because they are good at detecting 

deviations from normal behaviour, and GAN were chosen because they allow threat scenarios to be 

modelled and cybersecurity systems to be trained on synthetic data. RNN, in particular LSTM, were 

also used to analyse time dependencies in network traffic and malware behaviour, while transformers, 

in particular, BERT and GPT, were used to analyse the code structure. 

At the stage of algorithm analysis, synthetic data was generated to test various models. VAE were used 

to detect anomalies. Data was created that mimics normal behaviour and anomalies, after which a 

simplified autoencoder capable of detecting deviations was developed and trained. The model looked 

for abnormal elements that were identified by a given threshold. In turn, CNNs were used to classify 

network data, where each sample represented simplified network traffic. The CNN model analysed the 

data, identifying features specific to threats, and demonstrated predictions based on test samples. A 

generator and discriminator were developed for GAN, which were also trained on synthetic data. They 

created new data samples similar to real ones, which allowed simulating potential threats and training 

the discriminator to distinguish real data from artificially created ones. During the GAN training, the 

parameters of both models were updated, and the results were evaluated based on the losses of the 

generator and discriminator. 

For time series analysis, RNN were used, which were trained on time-dependent data sequences and 

also included LSTM. Time series made it possible to simulate the dynamic behaviour of systems, and 

the results of the network included predictions of hidden states. Transformers were used to analyse 
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sequential data. This model allowed considering global relationships within the data, providing a more 

accurate transformation of sequences. In addition, the study included a comparison of all the algorithms 

considered according to their advantages and limitations. An example of their application in the tasks 

of detecting and neutralising cyber threats was proposed for each of them. In addition, the study 

included a comparison of all the algorithms considered according to their advantages and limitations. 

The comparison criteria included the effectiveness of detecting cyber threats, adaptability to new attacks, 

feature selection, ability to process various types of data, interpretability, learnability, and computational 

complexity. 

In particular, the possibilities of adapting these algorithms for antivirus systems that provide protection 

from both known and new threats were investigated. Five leading platforms were considered for this 

purpose. For example, CrowdStrike (2024) used CNN to analyse files and programme behaviour, which 

helped to identify both known and unknown threats. Sophos (2024) used autoencoders to extract 

features and detect anomalies in data, which increases the effectiveness of protection. The Darktrace 

platform (2024) implemented GAN to create synthetic data and simulate attacks, which helps training 

and improves the system's ability to identify complex threats. On the other hand, SentinelOne (2024) 

used RNN to analyse time dependencies, which makes it possible to predict threats based on 

programme behaviour. CylancePROTECT (2024) used transformers to analyse the structure of the 

code, which helps to detect complex malware. The ratios of algorithms and examples of platforms were 

visualised for each antivirus platform. 

 

 

3. RESULTS  
 

3.1. Autoencoder and CNN algorithms in the context of cybersecurity  
 

Modern cyber threats are becoming more complex, and their detection requires the use of advanced 

technologies. DL algorithms provide powerful tools for analysing large amounts of data and detecting 

threats in real time. It is worth considering the existing DL algorithms used in cybersecurity, for example, 

VAE. In general, autoencoders are neural networks trained on the task of reconstructing input data 

(Sokoliuk et al., 2021). They consist of two parts: an encoder and a decoder. The encoder compresses 

the input data into a compact representation (feature vector), and the decoder reconstructs the original 

data from this representation (Figure 1). 
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Figure 1. An implementation code for an auto-encoder for detecting anomalies. 
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Source: compiled by the author. 
 

The programme trains the autoencoder on normal data, minimising the recovery error. After the training 

is completed, the data is passed through the model and the recovery error is calculated for each sample. 

If the error exceeds the specified threshold, the sample is classified as an anomaly (Zinchenko et al., 

2020). During the training process, there is a decrease in the recovery error, which indicates successful 

training of the model. In the final data, the programme finds 5 anomalies, which corresponds to the 

number of abnormal samples in the test dataset (Figure 2). 

 

 
 

Figure 2. Result of the auto-encoder programme. 
 
Source: created by the author based on Online Python (2025). 
 

To increase the effectiveness of detecting and neutralising cyber threats in real time, it is proposed to 

use improved autoencoders integrated with streaming data processing mechanisms, which will allow 

analysing input data without delay. To increase accuracy, hybrid architectures can be implemented that 

combine autoencoders with neural networks, which will ensure that time dependencies are considered 

in the analysed data. It is also recommended to include metrics of abnormal behaviour based on the 

unique characteristics of network attacks in the learning process (Kozhakhmetova et al., 2024). This 

approach will be further enhanced by the use of active learning, in which the model adapts based on 

new threats identified in real time, which will significantly increase the level of security of information 

systems. 

In turn, it is worth considering CNNs, which are designed to analyse data with a spatial structure, such 

as images or time series. They extract high-level features from the input data thanks to convolutional 

and pulling layers (Figure 3). 
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Figure 3. A CNN implementation code for classifying network traffic. 

Source: compiled by the author. 

The programme uses a simplified CNN model that applies convolution to the data, extracts features, 

and classifies them based on their combined values. The model classifies the generated data, 

demonstrating the basic principles of convolutional networks in structured data analysis. The result 

shows that the model classified all the data as belonging to the same class, since the total values of the 

extracted features in each sample exceed the set threshold (Figure 4). 
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Figure 4. Result of the CNN programme. 
 
Source: created by the author based on Online Python (2025). 
 

It is recommended to use CNN to analyse network traffic and detect cyber threats, with an emphasis 

on the use of layered architectures. These architectures can be integrated with dynamic weight update 

mechanisms, which will allow the model to be adapted to changing patterns of attacks in real time. In 

addition, it is proposed to use deep CNNs with attention mechanisms to analyse complex network data, 

such as time series with multiple parameters. To increase the system’s resilience to security 

circumvention attempts, it is recommended to combine CNNs with data augmentation methods that 

generate training sets that are as close as possible to real threats. This approach will enhance the ability 

of models to identify important spatial signs of attacks and ensure high accuracy in detecting malicious 

activity. 

 
3.2. Deep learning: GAN and RNN algorithms  

 
It is necessary to disassemble GAN, which are a class of DL algorithms consisting of two parts: a 

generator and a discriminator. The generator creates fake data in an attempt to simulate real data, while 

the discriminator evaluates whether the data is real or generated. These networks compete with each 

other, which allows the generator to improve in creating more realistic data (Figure 5). 
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Figure 5. GAN implementation code for generating fake data. 
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Source: compiled by the author. 
 

This code implements the GAN architecture, which includes a generator and a discriminator. The 

generator creates synthetic data based on random noise, and the discriminator tries to distinguish real 

data from generated data. Both models are trained by optimising their weights: the discriminator 

minimises classification errors, and the generator is trained to create data that the discriminator cannot 

distinguish from the real ones. As a result, both models demonstrate a gradual reduction in errors during 

the learning process, illustrating the dynamic confrontation between the generator and the discriminator 

(Figure 6). 

 

 
 

Figure 6. Result of the GAN programme. 
 
Source: created by the author based on Online Python (2025). 
 

It is recommended to use GAN for modelling and analysing cyber threats in real time, as such a 

generator can be configured to create synthetic data that mimics the behaviour of various cyber-attacks, 

which will allow anti-virus systems to be trained and tested on a larger number of scenarios. The 

discriminator can be used to classify new data and detect previously unknown threats. It is proposed to 

integrate GAN with real-time monitoring systems, which will allow detecting anomalies as they occur. 

To increase efficiency, advanced learning methods such as gradient coupling or data mixing should be 

used, and architectures with multi-level attention that can adapt to complex and dynamically changing 

threats (Biloshchytskyi et al., 2026). This approach will ensure higher accuracy and timely detection of 

attacks. 

On the other hand, RNN are a class of neural networks specifically designed to work with sequences 

of data. They use hidden states that preserve information about previous steps, making them suitable 

for time series analysis (Figure 7). 
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Figure 7. RNN implementation for time series analysis. 

Source: compiled by the author. 

This programme implements a simple RNN for analysing synthetic time series. This RNN uses weights 

for the input data, hidden state, and offset, which are updated at each time step. At each step, the 

hidden state is calculated, combining the current input data and the previous state through the 

hyperbolic tangent activation function. This structure allows the model to account for the relationship 

between successive points in the time series. As a result, the final hidden state is a vector that contains 

generalised information about the entire sequence of the time series processed by the model, and can 

be used for further analysis or classification (Figure 8). 

 

Figure 8. Result of the RNN programme. 

Source: created by the author based on Online Python (2025). 
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RNN are recommended to be adapted for cybersecurity, combining them with attention mechanisms 

and advanced architectures such as LSTM or improved recurrent blocks. This will allow for a more 

accurate analysis of time series, for example, network traffic or event logs, considering their time 

dependencies. It is also proposed to use RNN to simulate attack sequences, which will help to predict 

further actions of intruders and ensure prompt response to threats. 

3.3. Transformers and comparison of DL algorithms  
 

Transformers (for example, BERT and GPT) are a class of DL models designed to work with sequences 

of data, but without using recursion. They are based on an attention mechanism that allows the model 

to focus on important parts of the sequence when processing data. Transformers have found wide 

application in natural language processing tasks, but they can also be adapted for cybersecurity 

applications (Figure 9). 

 

Figure 9. Implementing a transformer for sequence analysis. 
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Source: compiled by the author. 
 

The code implements a simplified transformer that includes an attention mechanism that allows the 

model to process sequences of data, revealing important connections between elements. The model 

calculates queries, keys, and values, and then applies an attention mechanism to transform the input 

data. As a result, the programme returns a transformed sequence in which each element contains 

information about its relationship with other elements of the original sequence (Figure 10). 

 

 
 

Figure 10. Result of the transformer programme. 
 
Source: created by the author based on Online Python (2025). 
 

It is recommended to adapt transformers for cybersecurity tasks, including processing large amounts 

of data and detecting complex attacks. The combination of transformers with network traffic processing, 

log analysis, or anomaly detection methods can ensure high accuracy and speed of threat detection. A 

particularly promising area is the use of pre-trained transformers such as BERT and GPT to accelerate 

the analysis and development of specialised models for specific threats. 

For a better understanding, it is worth comparing the considered algorithms, indicating their advantages 

and disadvantages (Table 1). 

 

Table 1: Comparison of DL algorithms. 
Algorithm Advantages Limitations 

VAE 

Ease of implementation and interpretation Limited ability to account for time 

dependencies Work well for detecting anomalies. 

Effective for working with large datasets 
Require setting a threshold for 

classifying anomalies. 

CNN 
Do an excellent job of analysing data with 

spatial structure. 

Can be resource-intensive when 

learning deep architectures. 
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They are good at extracting features from 

network traffic and other complex data. 
Less suitable for sequential data 

GAN 

Effective for data generation Sensitive to hyperparameter settings 

Can improve model training by using 

synthetic data. 

Difficulty and slowness of learning due 

to the competitive nature 

RNN 
Time dependencies are considered 

Prone to disappearing/exploding 

gradients 

Suitable for time series analysis High computational complexity 

BERT, 

GPT 

Do not suffer from disappearing gradients 
May be less effective for long 

sequences. 

Suitable for tasks with a large amount of 

data 
Require a lot of data for training 

 
Source: compiled by the author 

 

Thus, it is better to use VAE if it is necessary to detect anomalies in the data, for example, to identify 

unusual user behaviour or deviations in network traffic metrics. CNNs are suitable for data analysis 

tasks with explicit spatial structure, such as network traffic visualisation, data clustering, or time series 

analysis with spatial partitioning. Moreover, GAN are suitable for generating data simulating various 

types of attacks, which is useful for testing cybersecurity systems. RNN are effective for sequential data 

analysis, for example, to predict the next event in the action log or to identify attack patterns in time 

series. And transformers (BERT, GPT) are suitable for processing large amounts of data, for example, 

analysing event logs or data streams. 

 

3.4. Integration of deep learning algorithms into antivirus systems  
 

Conventional antivirus systems rely on two main methods of threat detection: signature and heuristic. 

Signature detection is based on checking files and software images against pre-known virus signatures. 

The heuristic method searches for suspicious programme behaviour, which allows identifying unknown 

threats, but can also lead to more false positives. Both of these methods are limited in their ability to 

effectively respond to rapidly changing and complex threats, leading to the need to integrate more 

advanced technologies such as DL algorithms. 

Overall, DL has become one of the most promising approaches for improving antivirus systems, 

providing higher detection accuracy and the ability to adapt to new threats (Brescia et al., 2023a; Petrov 

et al., 2023). In this context, it is worth considering examples of antivirus solutions using DL algorithms. 

One example is CrowdStrike (2024). CrowdStrike is a cloud-based endpoint protection platform that 

uses AI technologies to provide real-time security. This system actively uses behavioural analysis and 

ML to analyse programme behaviour and detect anomalies, preventing both known and unknown 

threats. CrowdStrike uses CNN to classify and analyse files, programme behaviour, and to prevent 

attacks. CNN analyses the features and patterns extracted from the data, which allows effectively 
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identifying suspicious activities, even if they were not previously registered in databases (Kabdoldina et 

al., 2022). 

Sophos, for its part, is an endpoint protection solution that integrates multiple technologies to protect 

against complex threats (2024). It includes proactive protection against exploits, the use of AI to detect 

threats, and automatic incident response. Sophos uses autoencoders to automatically extract features 

from large amounts of data, which helps to effectively detect anomalies and new viruses. This model 

can identify unknown threats by analysing deviations from normal behaviour, and simultaneously has a 

minimal number of false positives. 

The Darktrace platform is an ML-based cyber defence solution that detects anomalies in real time 

(2024). The system actively uses self-learning algorithms to analyse behaviour and identify attacks, 

even if they have not been registered before. Darktrace uses GAN to generate synthetic data and create 

behavioural models, which helps in training and improving the accuracy of the system in detecting 

complex attacks and new types of threats. GAN allow simulating possible attack scenarios, which 

improves the system’s ability to adapt and predict threats (Brescia et al., 2023b). 

In turn, SentinelOne (2024) is an endpoint protection system that uses both static and dynamic analysis 

to protect against a variety of threats, including viruses, rootkits, and Trojans. This platform is known 

for its high efficiency in threat detection and real-time response. SentinelOne uses RNN to analyse time 

dependencies in data, which helps to effectively detect sequences of actions characteristic of attacks. 

These networks can analyse a series of events and predict the likelihood of attacks based on the 

behaviour of programmes and users during execution. 

In addition, mention should be made of the CylancePROTECT platform, which uses AI technologies to 

prevent attacks before they occur (2024). The platform is based on the use of ML algorithms to block 

malicious programmes even before they are executed. CylancePROTECT uses transformers to analyse 

the structure of the code and predict potential threats based on the context of the code. Transformers 

can consider global dependencies and connections in data, which helps to more accurately identify 

complex malware based on non-standard approaches. 

Thus, each antivirus platform has its own machine/deep learning algorithms (Figure 11). 

 

Figure 11. Relationship between algorithms and antivirus platforms. 

Source: compiled by the author. 

As part of the discussion of DL algorithms in the context of antivirus systems, each of the algorithms 

considered has its own unique role in ensuring security. For example, CNNs are used in CrowdStrike 

to analyse programme behaviour and classify files, which helps to identify known and unknown threats. 

Autoencoders are used in Sophos to extract features and detect anomalies in data, which increases 

Sophos Darktrace 

Autoencoders CNN 

CrowdStrike 

GAN RNN 

SentinelOne CylancePROTECT 

Transformers 
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the effectiveness of protection against new viruses. GAN are being implemented in Darktrace to 

generate synthetic data, improving the accuracy of detecting complex attacks and modelling the 

behaviour of attackers. RNN in SentinelOne analyse sequences of events, helping to predict possible 

threats based on time dependencies. Ultimately, transformers in CylancePROTECT help to analyse the 

code structure and predict threats based on global dependencies, which increases the accuracy in 

detecting non-standard malware. All these methods allow modern antivirus platforms to adapt to new, 

rapidly changing threats, increasing their overall effectiveness, and reducing the number of false 

positives. 

 
4. DISCUSSION  

 
The study results include various neural networks, including CNN, to detect and neutralise cyber threats. 

Muñoz et al. (2024) proposed an approach using CNN to analyse ultrasound images of the lungs, 

automating the identification and interpretation of key features. In both studies, CNNs demonstrated 

high efficiency in processing complex data, but the results obtained in the current study show an 

advantage in adaptability and versatility, confirming that DL algorithms can be successfully integrated 

into various fields to improve the accuracy of analysis and automate processes. In addition, the results 

of the study demonstrate the use of DL to solve various tasks, such as data analysis and threat detection. 

Unlike Abo El-Ela and Hamdi (2024), who used DL models such as Multi-Layer Perceptron (MLP) and 

Gated Recurrent Units (GRU) to optimise routes, the current used CNN and RNN to analyse programme 

behaviour and detect anomalies. Although both studies demonstrate the high efficiency of models in 

data analysis, the study showed that neural networks are better suited for threat classification, while the 

methods used in the mentioned study proved to be effective specifically in adaptive routing tasks. 

The results showed that DL algorithms are successfully used to analyse programme behaviour and 

neutralise cyber threats in real time, providing high accuracy and adaptability in changing conditions. 

Nithya Raju et al. (2024) also used DL methods for real-time analysis, namely for automatic diagnosis 

of diseases. Despite the differences in the context, the results of the mentioned work complement the 

current ones, confirming the versatility and potential of using these technologies in various fields. As in 

the conducted research, Shenge (2024) used DL to solve problems in the field of cybersecurity. 

However, unlike the approach of the above study, which is limited to a single task, the current study 

applied more versatile DL algorithms to solve a wide range of tasks in this field, including anomaly 

detection and programme behaviour analysis. This allows the considered methods to be more flexible 

and adaptable to various threats in real time, which makes the results of this study more scalable and 

multitasking. 

In contrast to this study, where the main focus is on the application of DL algorithms to detect cyber 

threats, the study by Patel (2024) focused on optimising training and reducing the training time of deep 

network models. While the mentioned study covers the theoretical aspects of improving the accuracy 

and performance of training algorithms, the current study confirms that DL can effectively solve applied 

tasks in real time, offering more specific solutions for adapting to dynamically changing threats. Similarly 

to this article, which explores the possibilities of integrating DL into antivirus systems to analyse 
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programme behaviour and detect anomalies, the study by Ramesh et al. (2023) proposed an intelligent 

DL model for virus detection and processing, and antivirus security systems were also considered. 

However, the current study demonstrates a more versatile approach, allowing adaptation to a wide 

range of threats and providing more flexible and scalable protection. 

In this study, DL algorithms were used to analyse programme behaviour and detect anomalies in real 

time, ensuring effective detection and neutralisation of cyber threats. On the other hand, Chen (2025) 

proposed a DL-based system for forecasting and monitoring crop growth conditions using wireless 

sensor networks and cloud analysis. Both studies demonstrated the successful application of real-time 

DL technologies for complex data analysis. However, the current study focuses on adaptability to rapidly 

changing threats, while other study focuses on predictability and increased productivity in a stable 

environment, but is less suited to solving tasks requiring high flexibility and adaptation. In contrast to 

the conducted study, which focuses on the use of DL for antivirus systems, Rane et al. (2024) focuses 

on the scalability and adaptability of DL in distributed systems such as federated learning and 

concurrency models for big data processing. Nevertheless, the current study surpasses that mentioned 

in terms of application orientation, as it is focused on solving specific cybersecurity tasks. 

Faruk Akmeşe et al. (2024) used DL to classify time series of discrete chaotic systems, which is similar 

to the current study using DL to analyse cyber threats. Both studies focus on complex and unpredictable 

data, but on different tasks. Nevertheless, the results of the mentioned study confirm the conclusions 

of the current one, as they emphasise the ability of DL to effectively cope with unstable and dynamic 

data, which is important both for analysing cyber threats and for classifying chaotic systems. Moreover, 

Khan (2024) used a combination of the Region Proposal Network (RPN) and CNN to actually detect 

objects from a webcam. This approach is based on deep neural networks that perform both 

classification and detection without the need for manual algorithms (Raj et al., 2025). In the current 

study, CNN and RNN were used to analyse and classify cyber threats, which allows effectively 

identifying anomalies in programme behaviour and prevent cyber-attacks. Thus, although both 

approaches use DL to work with dynamic data, the current approach is more focused on adaptability 

and protection from cyber threats, which makes it more specialised for security tasks. 

Whereas the current study uses the Python language for DL algorithms used in antivirus systems, Lima 

et al. (2023) focuses on creating an antivirus using ML and JavaScript to detect malware based on real-

time behaviour. The results of the study reviewed confirm the effectiveness of ML for threat detection, 

but the current study is expanding this area by analysing antivirus systems that use DL for a wider range 

of cyber threats. In turn, Zaidi et al. (2024) used the DL method to detect malicious software using 

Graph Neural Networks (GNN) and Graph Convolutional Networks (GCN). This approach focuses on 

converting files to graph formats, which allows analysing connections in the application code and 

effectively identifying new types of malware, which is a limitation of conventional methods (Al-Hawary 

et al., 2024; Amourah et al., 2025). In contrast, the current study used other networks, namely CNN and 

RNN, to analyse and classify cyber threats. Nevertheless, this study complements the current one, 

demonstrating the versatility and effectiveness of various networks for solving specific cybersecurity 

tasks, such as application protection and adaptive threat identification. 
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This study analysed existing antivirus systems using DL algorithms, whereas the Shaikh et al. (2024) 

introduced the Intrusion Detection System (IDS), which uses CNN and Vision Transformers (ViT) to 

detect DDoS attacks, achieving 99.99% accuracy. Although both researches examined CNN and 

transformers, the current study covered a broader range of DL algorithms, including VAE, RNN, and 

GAN, allowing analysis of various aspects of cyber threats such as anomaly detection, behavioural 

analysis, and attack scenario modelling. In addition, Wajahat et al. (2024) presented a new approach 

to threat detection using the Deep Neural Decision Forest (DNDF) classifier, which showed 99% 

accuracy, which underlines its effectiveness for modern threats with obfuscation. The current study 

focused on the analysis of existing antivirus systems using CNN, RNN, BERT and GPT, and VAE and 

GAN for threat detection. Thus, the conducted research expands on the mentioned, providing a 

comprehensive analysis of various algorithms and methods for protection against cyber threats. 

Similar to the study that uses DL algorithms to detect cyber threats, Rane et al. (2024) consider such 

DL algorithms as CNN, RNN, GAN and transformers, including LSTM and self-attention mechanisms. 

In addition to the mentioned algorithms, autoencoders were also used in the current study, which 

confirms the similarity in approaches to using DL for processing complex data. In other words, the 

results confirm the current conclusions about the high efficiency of these algorithms in data analysis 

and their application, which highlights the versatility of DL algorithms and their adaptability in various 

contexts, including cybersecurity. If the conducted research uses CNN and RNN to neutralise cyber 

threats, then the study by Baniya and Rush (2024) considers the use of Deep Neural Network (DNN) 

in the context of protection against malicious packets on the network. While this approach focuses on 

an ensemble of different classifiers and deep neural networks to detect attacks, the current study 

focuses on using CNNs to analyse programme behaviour and RNN to identify attack sequences. 

Therefore, it deepens the analysis by applying different types of neural networks to more accurately 

study and classify threats based on their behaviour and time dependencies (Smailov et al., 2025). 

Whereas the conducted research uses DL to analyse threat behaviour, Suparman et al. (2024) explore 

its application to threat detection and examine the challenges of implementing AI in cybersecurity, 

including issues of privacy, computing resources, and model updates. The current study deepens this 

approach by demonstrating the practical integration of DL algorithms for more accurate and adaptive 

threat detection. In a similar way to the study conducted, which examines antivirus systems, Saputra et 

al. (2024) conducted a comparative analysis of antivirus solutions specifically for smartphones. In both 

cases, the focus is on identifying the most effective approaches to protecting against malicious threats. 

However, unlike the mentioned article, the current study is based on a comparison of antivirus systems 

using DL algorithms, which expands the coverage of the threats under consideration and makes the 

results more universal for various platforms, not just smartphones. 

Unlike the study by Drakulić and Mujčić (2023), where a comparative analysis of conventional antivirus 

solutions (Avast, Avira, AVG, Eset Nod32, Panda, Malwarebytes) is conducted, the current study 

focuses on antiviruses using DL algorithms such as Sophos, CrowdStrike, Darktrace, SentinelOne, and 

CylancePROTECT. While the study evaluates the performance of antiviruses based on virus detection, 

deletion, and memory usage parameters, current operating systems use DL algorithms, which allows 
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them to more effectively identify new threats and anomalies in programme behaviour, improving the 

accuracy and adaptability of protection. Ultimately, Tavares-Silva et al. (2024) have developed an 

antivirus for dynamic malware analysis based on neural networks and the Internet of Things (IoT). The 

current study focuses on antivirus systems using neural networks, however, in the context of DL, rather 

than IoT, which allows expanding the scope of algorithms and improving the adaptability of protection 

for various platforms, with more accurate threat detection in real time. 

Thus, the conducted research confirmed the high potential of integrating DL algorithms into antivirus 

systems, emphasising their importance for improving the effectiveness of protection against cyber 

threats. These technologies provide more accurate and rapid threat detection, adapting to changes in 

programme behaviour and the emergence of new types of attacks. 

 

5. CONCLUSIONS 
  

As a result of the conducted research, it was found that DL algorithms such as CNN, VAE, GAN, RNN, 

GPT and BERT significantly increase the effectiveness of detecting and neutralising cyber threats. CNN 

has demonstrated excellent results in analysing programme behaviour and classifying network traffic, 

which allows not only effective detection of known, but also new threats. Autoencoders have proven 

useful for detecting anomalies, providing high accuracy in detecting rare and complex attacks. GAN 

have improved the ability of antivirus systems to simulate potential threats, which increases their 

adaptability. RNN efficiently handle time dependencies, which contributes to accurate predictions based 

on programme behaviour. And transformers have shown the greatest efficiency in analysing the code 

structure, which allows for more accurate identification of complex malware. 

An analysis of antivirus systems such as CrowdStrike, Sophos, Darktrace, SentinelOne, and 

CylancePROTECT has shown that the implementation of DL algorithms significantly improves their 

performance. Systems using CNN, VAE, and GAN demonstrate a high level of protection, allowing 

effective detection of both known and previously unreported threats. In particular, CrowdStrike and 

SentinelOne effectively use CNN and RNN to analyse programme behaviour and predict attacks, while 

Sophos and CylancePROTECT, using autoencoders and transformers, and focus on results in 

detecting complex threats with minimal false positives. 

The integration of DL algorithms into antivirus systems has demonstrated a significant increase in the 

effectiveness of detecting and neutralising cyber threats, especially due to the adaptability of models to 

new attacks. However, high computational costs and dependence on data quality remain key 

constraints affecting the scalability of solutions. In the future, it is necessary to focus on optimising 

algorithms and exploring promising approaches such as quantum computing and multi-agent systems 

to increase their efficiency and adaptability.  
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